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1 Purpose 
The purpose of the Cyber Security Glossary is to provide an explanation of the terminology 
used within the CareCERT Cyber Security (Data Security) Knowledge Suite.  The Glossary 
covers the terminology used within: 

• NHS Digital’s Good Practice Guides for producing cyber security policies & on 
specific cyber security practices. 

• NHS Digital’s User Awareness Guides. 

• NHS Digital’s Data Security e-learning packages. 

2 Format  
The Glossary uses a simple table format, in alphabetical order of: 

• The Term. 

• Acronym (where applicable). 

• Definition/Description. 

3 Glossary  
Term Acronym Definition/Description 

Acceptable Use Policy AUP An AUP, also sometimes referred to as acceptable 
usage policy or fair use policy, is a set of rules 
applied by the owner, creator or administrator of a 
network, website, or service, that restrict the ways 
in which the network, website or system may be 
used and sets guidelines as to how it should be 
used. 

Access - The ability to utilise IT systems or view/edit data on 
IT systems. 

Access Control - The process that manages the ability of users to 
utilise IT systems or view/edit data on IT systems. 

Access Control List ACL An ACL is a table that tells a computer operating 
system which access rights each user has to a 
particular system object, such as a file directory or 
individual file. Each object has a security attribute 
that identifies its access control list. 

Accounting - The process of keeping track of a user's activity 
while accessing the IT network or system/s 
resources. 

ActiveX - A small program that is used to share information 
between applications. An ActiveX control can 
enhance Internet browsing experience by allowing 
animation. 

Advanced Encryption Standard AES A crypto-graphic algorithm (symmetric block cipher) 
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Term Acronym Definition/Description 

that supports various key sizes: the most common 
being 128 and 256 bits. 

Anti-Virus AV Software that attempts to identify, thwart and 
eliminate computer viruses and other malicious 
software 

Applets - Small utility programme, designed to perform a 
specific function within a larger program. On the 
internet, applets are used to make a webpage more 
attractive, interactive, and useful. 

Auditing - An examination of the management controls within 
an Information technology (IT) infrastructure. The 
evaluation of obtained evidence determines if the 
information systems are safeguarding assets, 
maintaining data integrity, and operating effectively 
to achieve the organisation's goals or objectives. 

Authentication - The process of identifying an individual, usually 
based on a username and password.  This is 
defined as single factor authentication.  If another 
factor, such as a token or PIN, is required in 
addition to the first one this is defined as 2 factor 
authentication. 

Authorisation - The process of granting or denying a user access 
to network resources once the user has been 
authenticated through the username and password. 

Availability A Maintain the information/data by protecting it from 
disruption and denial of service attacks. 

Back-up - The copying of physical or virtual files or databases 
(usually to a secondary site) for preservation in 
case of equipment failure or any other catastrophe. 

Best Practice - Commercial or professional procedures that are 
accepted or prescribed as being correct or most 
effective. 

Business Impact Analysis BIA A process that identifies and evaluates the potential 
effects (financial, life/safety, regulatory, 
legal/contractual, reputation and so forth) of natural 
and man-made events on business operations. 

Business Impact Level BIL A method of scoring or allocating a value to 
business operations when evaluating the impact of 
a natural or man-made event. 

Boundary - The furthest edge of a network or system before it 
connects to another network or system. 

Boundary Protection - The monitoring and control of communications at 
the external boundary of an information system to 
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Term Acronym Definition/Description 

prevent and detect malicious and other 
unauthorised communications, through the use of 
boundary protection devices (e.g. proxies, 
gateways, routers, firewalls, guards, encrypted 
tunnels). 

Bring Your Own Device BYOD The practice of allowing the employees to use their 
own computers, smartphones, or other devices for 
official or work purposes. 

Browser - A computer programme with a graphical user 
interface for displaying HTML files, used to 
navigate networks (Intranet or Internet [World Wide 
Web]). 

Business Continuity BC The capability of the organisation to continue 
delivery of products or services at acceptable 
predefined levels following a disruptive incident. 

Business Continuity Plan BCP The creation of a strategy or a Plan (set of 
processes and procedures) through the recognition 
of threats and risks facing the organisation with the 
view to ensure that personnel and assets are 
protected and able to function in the event of a 
disaster. 

Caldicott - Dame Fiona Caldicott – has instigated reviews on 
the need to ensure that confidentiality is not 
undermined and produced a series of guidance and 
guidelines to address this. 

Caldecott Guardian - A senior person responsible for protecting the 
confidentiality of patient and service-user 
information and enabling appropriate information-
sharing. Each NHS and Health & Social Care 
organisation is required to have a Caldicott 
Guardian. 

Communications Electronic 
Security Group 

CESG The previous name for the UK National Technical 
Security Authority. Now part of the National Cyber 
Security Centre (NCSC). 

Change Approval Board CAB Delivers support to a change management team by 
approving requested changes and assisting in the 
assessment and prioritization of changes. Also 
known as Change Advisory Board. A CAB is an 
integral part of a defined change management 
process designed to balance the need for change 
with the need to minimize inherent risks. 

Chief Information Security 
Officer 

CISO The senior-level executive within an organisation 
responsible for establishing and maintaining the 
enterprise vision, strategy, and program to ensure 
information assets and technologies are adequately 



Cyber Security Glossary v      Draft / Approved       

 

 
Copyright ©2017 NHS Digital  Page 5 of 26 

Term Acronym Definition/Description 

protected. 

Clear Desk - The clearing/removal of all official documents and 
removable IT items from the working desk for 
prolonged periods of absence during the day and at 
cease work. 

Clear Screen - The locking of computer screens during prolonged 
periods of absence during the working day and the 
logging off of terminals and screens at cease work. 

Cloud - A network of remote servers hosted on the Internet 
to store, manage, and process data, rather than a 
local server or a personal computer. 

Cloud Security - A broad set of policies, technologies, and controls 
deployed to protect data, applications, and the 
associated infrastructure. 

Commercial Off The Shelf COTS Software or hardware products that are ready-
made and available for sale to the general public. 
For example, Microsoft Office is a COTS product 
that is a packaged software solution for 
businesses. 

Confidentiality C Protect information/data from breaches, 
unauthorised disclosures, loss of or unauthorised 
viewing. 

Copyright - A legal means of protecting an author's/originator’s 
work. It is a type of intellectual property that 
provides exclusive publication, distribution, and 
usage rights for the author. This means whatever 
content the author/originator created cannot be 
used or published by anyone else without the 
consent of the author. 

Cracking - A methodology for breaking into a secured 
computer system. It was coined in the 1980s by 
hackers who wanted to disassociate themselves 
from the more malicious practices carried out by 
hackers. A cracker’s sole purpose is to break into a 
system, gaining fulfilment from being able to “crack” 
the system's security shield.  

Cryptography - The science of coding and decoding messages so 
as to keep the messages secure. Coding 
(encryption) takes place using a key that ideally is 
known only by the sender and intended recipient of 
the message. 

Custodian - The person who has responsibility for taking care of 
or protecting something. 
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Term Acronym Definition/Description 

Cyber - A term used to denote computers, information 
technology and information systems. 

Cyber Security - The body of technologies, processes and practices 
designed to protect networks, computers, 
programmes and data from attack, damage or 
unauthorised access. 

Data - A term for information that is processed, stored or 
transmitted via any type of IT system. 

Database - A structured set of data held in a computer, can be 
accessible in various ways. 

Data Access Agreement DAA An agreement between two or more entities to 
allow access to data or information.  Details the 
controls that are to be put in place to protect the 
data, including how the data will be used, stored, 
shared and disposed of. 

Data Breach - An incident in which sensitive, protected or 
confidential data has potentially been viewed, 
stolen or used by an individual unauthorised to do 
so. Data breaches may involve security classified 
information, personal health information (PHI), 
personally identifiable information (PII), trade 
secrets or intellectual property 

Data Encryption Standard DES A cipher selected as an official Federal Information 
Processing Standard (FIPS) for the United States 
in 1976, and which has subsequently enjoyed 
widespread use internationally. The algorithm is a 
sixteen round block cipher which uses a 64bit block 
and a 56bit key. 

Data Handling - The process of managing data that is stored, 
archived or disposed of in a safe and secure 
manner during and after the conclusion of its use. 
This includes the development of policies and 
procedures to manage data handled electronically 
as well as through non-electronic means. 

Data Processing - The carrying out of operations on data, especially 
by a computer, to retrieve, transform, or classify 
information. 

Data Protection Act DPA The DPA (1998) is an act of the United Kingdom 
Parliament that defines the ways in which 
information about living people may be legally used 
and handled. The main intent is to protect 
individuals against misuse or abuse of information 
about them. 

Data Protection Officer - Responsible for ensuring that an organisation 
remains compliant at all times with Data Protection, 
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Term Acronym Definition/Description 

Privacy & Electronic Communications Regulations, 
Freedom of Information Act and the Environmental 
Information Regulations. 

Data Security - Protective digital security measures that are 
applied to prevent unauthorised access to 
computers, databases and websites, etc.; protect 
the data from compromise of its confidentiality, 
integrity or availability. 

Data Sharing Agreement DSA An agreement between two or more entities to 
share data or information that details the controls 
that are to be put in place to protect the data, 
including how the data will be used, stored, shared 
and disposed of. 

Decryption - The process of transforming data that has been 
rendered unreadable through encryption back to its 
unencrypted form. In decryption, the system 
extracts and converts the garbled data and 
transforms it to texts and images that are easily 
understandable not only by the reader but also by 
the system. Decryption may be accomplished 
manually or automatically. It may also be 
performed with a set of keys or passwords 

Defence - A means of protecting something from attack. 

Defence in Depth DID The application of multiple security measures that 
span multiple domains (physical, personnel, 
technical, etc.) to protect an asset or data or 
system. 

Denial of Service DOS Interruption in an authorised user's access to a 
computer network, typically with malicious intent. A 
DOS attack is a cyber-attack where the perpetrator 
seeks to make a machine or network resource 
unavailable to its intended users by temporarily or 
indefinitely disrupting services of a host connected 
to the Internet or the organisation’s Intranet. 

Digital - Electronic technology that generates, stores, and 
processes data. 

Digital Evidence - Information stored or transmitted in binary form that 
may be relied on in court. 

Disaster - A sudden, calamitous event (natural or human-
induced) that seriously disrupts the functioning of IT 
systems. 

Disaster Recovery DR A set of policies and procedures that enable the 
recovery or continuation of vital technology 
infrastructure and systems following a natural or 
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Term Acronym Definition/Description 

human-induced disaster. 

Disaster Recovery Plan DRP A documented process or set of procedures to 
recover and protect a business IT infrastructure in 
the event of a disaster. Such a plan, ordinarily 
documented in written form, specifies procedures 
the organisation is to follow in the event of a 
disaster. 

Discretionary Access Control DAC A type of access control defined by the Trusted 
Computer System Evaluation Criteria as a means 
of restricting access to objects based on the 
identity of subjects and/or groups to which they 
belong. 

Distributed Denial of Service DDOS Denial of Service attacks are launched from 
multiple connected devices that are distributed 
across the Internet or the organisation’s Intranet. 

Electrically Erasable 
Programmable Read Only 
Memory 

EEPROM A type of non-volatile memory used in computers 
and other electronic devices to store relatively 
small amounts of data but allowing individual bytes 
to be erased and reprogrammed. 

Encryption - The process of converting information or data into a 
code, especially to prevent unauthorised access. 

End User Device EUD An end user device is a personal computer 
(desktop or laptop), consumer device (e.g. tablet, 
smart phone), or removable storage media (e.g., 
USB flash drive, memory card, external hard drive, 
writeable CD or DVD) that can store information. 

Erasable Programmable Read 
Only Memory 

EPROM A type of non-volatile memory used in computers 
and other electronic devices to store relatively 
small amounts of data but allowing individual bytes 
to be erased and reprogrammed. 

Federal Information 
Processing Standards 

FIPS A set of standards that describe document 
processing, encryption algorithms and other 
information technology standards for use within 
non-military government agencies and by 
government contractors and vendors who work with 
the agencies.  (United States of America Federal.) 

File Transfer Protocol FTP A standard network protocol used for the transfer of 
computer files from a server to a client using the 
Client–server model on a computer network. 

Firewall - A network security system that monitors and 
controls the incoming and outgoing network traffic 
based on predetermined security rules. 

Flash Memory - Electronic (solid-state) non-volatile computer 
storage medium that can be electrically erased and 
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Term Acronym Definition/Description 

reprogrammed. 

Forensic Readiness Plan FRP A policy document that sets out exactly what to do 
when evidence is required, either as part of legal 
action, regulatory response, internal investigations 
or disciplinary procedures.   

Freedom of Information Act FOIA The Freedom of Information Act 2000 is an Act of 
the Parliament of the United Kingdom that creates 
a public "right of access" to information held by 
public authorities. It is the implementation of 
freedom of information legislation in the United 
Kingdom on a national level. 

Full Disk Encryption FDE The encryption of all data on a disk drive, including 
the programme that encrypts the bootable OS 
partition. 

Gateway - A hardware device that acts as a "gate" between 
two networks. It may be a router, firewall, server, or 
other device that enables traffic to flow in and out of 
the network. 

General Data Protection 
Regulations 

GDPR GDPR is designed to enable individuals to better 
control their personal data.  More extensive in 
scope and application than the current UK Data 
Protection Act (DPA), GDPR extends individuals’ 
data rights, and requires organisations to develop 
clear policies and procedures to protect personal 
data, and adopt technical and organisational 
measures appropriate to identified risks. 

The regulation is intended to establish one single 
set of rules across Europe. It was ratified in 2016 
and enforcement will commence by the middle of 
2018. 

Government Security 
Classification Scheme 

GSCS A framework for security classifying information.  
Security classifications direct users to particular 
levels of control which are required to ensure the 
continuing availability, integrity and confidentiality 
of information. 

Hacker - A person who uses computers to gain unauthorised 
access to data and/or IT systems. 

Hacking - The unauthorised intrusion into a computer or a 
network. 

Hacktivist - A person who gains unauthorised access to 
computer files or networks in order to further social 
or political ends. 

Hardcopy Data - A printed copy of information from a computer. 
Sometimes referred to as a printout, a hard copy is 
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Term Acronym Definition/Description 

so-called because it exists as a physical object. 

Hardware Configuration 
Record 

HCR Details the components, configuration and settings 
allotted for a specific device.  

Hash Function - Any function that can be used to map data of 
arbitrary size to data of fixed size. The values 
returned by a hash function are called hash values, 
hash codes, digests, or simply hashes. 

Hashed Message 
Authentication Code 

HMAC A message authentication code that makes use of 
a cryptographic key along with a hash function. The 
actual algorithm behind a hashed message 
authentication code is complicated, with hashing 
being performed twice. This helps in resisting some 
forms of cryptographic analysis. A hashed 
message authentication code is considered to be 
more secure than other similar message 
authentication codes, as the data transmitted and 
key used in the process are hashed separately. 

High Definition Multimedia 
Interface 

HDMI A proprietary audio/video interface for transmitting 
uncompressed video data and compressed or 
uncompressed digital audio data from an HDMI-
compliant source device, such as a display 
controller, to a compatible computer monitor, video 
projector, digital television, or digital audio device. 

Host-Based Intrusion 
Detection System 

HIDS A system that monitors a computer system on 
which it is installed to detect an intrusion and/or 
misuse, and responds by logging the activity and 
notifying the designated authority. A HIDS can be 
thought of as an agent that monitors and analyses 
whether anything or anyone, whether internal or 
external, has circumvented the system’s security 
policy. 

Host-Based Intrusion 
Prevention System 

HIPS A system or a programme employed to protect 
critical computer systems containing crucial data 
against viruses and other Internet malware. 
Starting from the network layer all the way up to the 
application layer, HIPS protects from known and 
unknown malicious attacks. HIPS regularly checks 
the characteristics of a single host and the various 
events that occur within the host for suspicious 
activities. 

Heuristic Scanning  - The ability of the anti-virus software to detect 
patterns of behavior on the machine which may 
represent virus or malware like activities. This type 
of capability can be useful for detecting viruses and 
malware which are very new and for which the 
vendor does not have a specific signature yet 
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available.  

Hypertext Markup Language HTML The major markup language used to display Web 
pages. In other words, Web pages are composed 
of HTML, which is used to display text, images or 
other resources through a Web browser.  All HTML 
is plain text, meaning it is not compiled and may be 
read by humans. The file extension for an HTML 
file is .htm or .html. 

Hypertext Transfer Protocol HTTP An application-layer protocol used primarily on the 
World Wide Web. HTTP uses a client-server model 
where the web browser is the client and 
communicates with the webserver that hosts the 
website. The browser uses HTTP, which is carried 
over TCP/IP to communicate to the server and 
retrieve Web content for the user. 

Hypertext Transfer Protocol 
Secure 

HTTPS A variation of HTTP that uses the Secure Socket 
Layer to increase security. 

Hypervisor - A hardware virtualisation technique that allows 
multiple guest operating systems (OS) to run on a 
single host system at the same time. The guest OS 
shares the hardware of the host computer, such 
that each OS appears to have its own processor, 
memory and other hardware resources.  A 
hypervisor is also known as a virtual machine 
manager (VMM). 

Identification - A logical entity used to identify a user on a 
software, system, website or within any generic IT 
environment. It is used within any IT enabled 
system to identify and distinguish between the 
users who access or use it.  A user ID may also be 
termed as username or user identifier. 

Information - Data that is processed, organised, structured or 
presented in a given context so as to make it 
useful.  Can be hard copy of soft copy. 

Information Asset Owner IAO The individual responsible for ensuring that 
information assets are handled and managed 
appropriately. This means making sure that 
information assets are properly protected and that 
their value to the organisation is fully exploited. 

Information Asset Register IAR A table of information relating to the important 
datasets that an organisation holds or is 
responsible for. Used to manage the information 
assets and ensure they are appropriately protected. 

Information Commissioner's 
Office 

ICO An independent authority that promotes openness 
of official information and protection of private 
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information by promoting good practice, ruling on 
eligible complaints, providing information to 
individuals and organisations, and taking 
appropriate action when the law is broken. 

Information Security - A set of strategies for managing the processes, 
tools and policies necessary to prevent, detect, 
document and counter threats to digital and non-
digital information. 

Information Technology Health 
Check 

ITHC An IT security assessment required, as part of an 
accreditation process, for government IT systems 
in the UK.  

Infrastructure as a Service IaaS A service model that delivers computer 
infrastructure on an outsourced basis to support 
enterprise operations. Typically, IaaS provides 
hardware, storage, servers and data centre space 
or network components; it may also include 
software. 

Integrity I Ensuring that the information/data is not modified 
by unauthorised users. 

Internet - A network of global exchanges – including private, 
public, business, academic and government 
networks – connected by guided, wireless and 
fibre-optic technologies.  The terms Internet and 
world wide web are often used interchangeably, but 
they are not exactly the same thing; the Internet 
refers to the global communication system, 
including hardware and infrastructure, while the 
web is one of the services communicated over the 
Internet. 

Internet Protocol IP The principal set (or communications protocol) of 
digital message formats and rules for exchanging 
messages between computers across a single 
network or a series of interconnected networks, 
using the Internet Protocol Suite (often referred to 
as TCP/IP). 

Internet Protocol Security IPSec A set of protocols that provides security for Internet 
Protocol. It can use cryptography to provide 
security. IPsec can be used for the setting up of 
virtual private networks (VPNs) in a secure manner. 

Intrusion Detection System IDS A type of security software designed to 
automatically alert administrators when someone or 
something is trying to compromise information 
system through malicious activities or through 
security policy violations.  An IDS works by 
monitoring system activity through examining 
vulnerabilities in the system, the integrity of files 
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and conducting an analysis of patterns based on 
already known attacks. 

Intrusion Prevention System IPS A system that monitors a network for malicious 
activities such as security threats or policy 
violations. The main function of an IPS is to identify 
suspicious activity, then log the information, 
attempt to block the activity, and then finally to 
report it. 

International Standards 
Organisation 

ISO An international standard-setting body composed of 
representatives from various national standards 
organisations. Founded on 23 February 1947, the 
organization promotes worldwide proprietary, 
industrial and commercial standards. 

Java - A programming language that produces software 
for multiple platforms.  

Least Privilege - The minimum level of privileges (technical or 
physical) that should be allocated to systems, 
software and staff in order to be able to carry out a 
specific function. 

Local Area Network LAN A computer network within a small geographical 
area such as a home, school, computer laboratory, 
office building or group of buildings.  A LAN is 
composed of inter-connected workstations and 
personal computers which are each capable of 
accessing and sharing data and devices, such as 
printers, scanners and data storage devices, 
anywhere on the LAN 

Malicious Code - A code causing damage to a computer or system. It 
is code not easily or solely controlled through the 
use of anti-virus tools. Malicious code can either 
activate itself or be like a virus requiring a user to 
perform an action, such as clicking on something or 
opening an email attachment. 

Malware - Any software that brings harm to a computer 
system. Malware can be in the form of worms, 
viruses, trojans, spyware, adware and rootkits, etc., 
which steal protected data, delete documents or 
add software not approved by a user. 

Mandatory Access Control MAC A type of access control by which the operating 
system constrains the ability of a subject or initiator 
to access or generally perform some sort of 
operation on an object or target.  Also defined as a 
set of security policies constrained according to 
system classification, configuration and 
authentication. 



Cyber Security Glossary v      Draft / Approved       

 

 
Copyright ©2017 NHS Digital  Page 14 of 26 

Term Acronym Definition/Description 

Media - Data storage devices used for backup, storage or 
transportation of data. Examples of removable 
media include Universal Serial Bus (USB) drives, 
CDs, DVDs, diskettes and Blu-ray Disc. 

Memory - A type of storage medium.  It can be non-volatile 
(i.e. persistent and retained after system power 
down) or volatile (i.e. non-persistent and data not 
retained after system power down). 

Mobile Device Management MDM The administration of mobile devices, such as 
smartphones, tablet computers, laptops and 
desktop computers. MDM is usually implemented 
with the use of a third-party product that has 
management features for particular vendors of 
mobile devices. 

National Institute of Standards 
and Technology 

NIST A unit of the U.S. Commerce Department. Formerly 
known as the National Bureau of Standards, NIST 
promotes and maintains measurement standards. It 
also has active programs for encouraging and 
assisting industry and science to develop and use 
these standards. 

National Cyber Security Centre NCSC An organisation of the United Kingdom 
Government that provides advice and support for 
the public and private sector in how to avoid cyber 
threats. 

Need To Know NTK The principle or policy of only allowing people 
access to data/information, equipment/devices and 
physical locations that is deemed necessary for 
them to know in order to carry out the task 
effectively. 

Network - A group of computer systems and other computing 
hardware devices that are linked together through 
communication channels to facilitate 
communication and resource-sharing among a 
wide range of users. 

Network Time Protocol NTP A networking protocol for clock synchronization 
between computer systems over data networks. 

Non Repudiation - A method of guaranteeing message transmission 
between parties via digital signature and/or 
encryption. It is one of the five pillars of information 
assurance. The other four are availability, integrity, 
confidentiality and authentication.  Nonrepudiation 
is often used for digital contracts, signatures and 
email messages. 

Non-Volatile Memory NVM A type of computer memory that has the capability 
to hold saved data even when the power is turned 
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off. 

Offshoring - The practice of basing some of a company's 
processes or services overseas. 

Open Source - Denotes software for which the original source 
code is made freely available and may be 
redistributed and modified. 

Operating System OS The programme that, after being initially loaded into 
the computer by a boot program, manages all the 
other programmes in a computer. 

Outsourcing - The contracting out of a business process (e.g. 
payroll processing, claims processing) and 
operational, and/or non-core functions (e.g. 
manufacturing, facility management, call centre 
support) to another party. 

Password (Protection) - A collection of letters/numbers/characters used in a 
security process that protects information 
accessible via computers that needs to be 
protected from certain users. Password protection 
allows only those with an authorised password to 
gain access to certain information. 

Patch - A software update comprised code inserted (or 
patched) into the code of an executable program. 
Typically, a patch is installed into an existing 
software program. Patches are often temporary 
fixes between full releases of a software package.  

Patches may do any of the following:  

•Fix a software bug 

•Install new drivers  

•Address new security vulnerabilities 

•Address software stability issues 

•Upgrade the software 

Patch Management - Patch management is a strategy for managing 
patches or upgrades for software applications and 
technologies. A patch management plan can help a 
business or organisation handle these changes 
efficiently. 

Penetration Test Pen Test The security-oriented probing of a computer system 
or network to seek out vulnerabilities that an 
attacker could exploit. The testing process involves 
an exploration of the all security features of the 
system in question, followed by an attempt to 
breech security and penetrate the system. The 
tester, sometimes known as an ethical hacker, 



Cyber Security Glossary v      Draft / Approved       

 

 
Copyright ©2017 NHS Digital  Page 16 of 26 

Term Acronym Definition/Description 

generally uses the same methods and tools as a 
real attacker. Afterwards, the penetration testers 
report on the vulnerabilities and suggest steps that 
should be taken to make the system more secure.  

Personnel Security - A system of policies and procedures which seek to 
mitigate the risk of workers (insiders) exploiting 
their legitimate access to an organisation's assets 
for unauthorised purposes. 

Physical Security - The protection of personnel, hardware, software, 
networks and data from physical actions and 
events that could cause serious loss or damage to 
an enterprise, agency or institution. This includes 
protection from fire, flood, natural disasters, 
burglary, theft, vandalism and terrorism. 

Personally Identifiable 
Information 

PII Data that could potentially identify a specific 
individual. Any information that can be used to 
distinguish one person from another and can be 
used for de-anonymizing anonymous data can be 
considered PII. 

Personal Identification Number PIN A numeric code that is used to verify the identity of 
the individual trying to access a computer system, 
network, credit card account, ATM, etc. 

Plan-Do-Check-Act PDCA A repetitive four-stage model for continuous 
improvement in business process management.  

Platform as a Service PaaS A category of cloud computing services that 
provides a platform allowing customers to develop, 
run, and manage applications without the 
complexity of building and maintaining the 
infrastructure typically associated with developing 
and launching an app. 

Pretty Good Privacy PGP A software program that provides cryptographic 
privacy and authentication for data communication. 
PGP can be used for signing, encrypting, and 
decrypting texts, e-mails, files, directories, and 
whole disk partitions and to increase the security of 
e-mail communications. 

Privacy - The privacy of personal information. Usually relates 
to personal data stored on computer systems. The 
need to maintain privacy is applicable to collected 
personal information, such as medical records, 
financial data, criminal records, political records, 
business related information or website data. Also 
known as information privacy or data privacy.  

Procedures - A document written to support a "Policy" designed 
to describe Who, What, Where, When, Why and 
How. It is usually a step-by-step sequence of 
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activities or course of action (with definite start and 
end points) that must be followed in the same order 
to correctly perform a task.  

Public Key Infrastructure PKI A set of roles, policies, and procedures needed to 
create, manage, distribute, use, store, and revoke 
digital certificates and manage public-key 
encryption. The purpose of a PKI is to facilitate the 
secure electronic transfer of information for a range 
of network activities such as e-commerce, internet 
banking and confidential email. 

Random Access Memory RAM A form of computer data storage which stores 
frequently used program instructions to increase 
the general speed of a system.  

Read Only Memory ROM A type of non-volatile memory used in computers 
and other electronic devices. Data stored in ROM 
can only be modified slowly, with difficulty, or not at 
all, so it is mainly used to store firmware that is 
unlikely to need frequent updates. 

Recovery Time Objective RTO The targeted duration of time and a service level 
within which a business process must be restored 
after a disaster (or disruption) in order to avoid 
unacceptable consequences associated with a 
break in business continuity. 

Redundant Array of 
Inexpensive Disks 

RAID A data storage virtualisation technology that 
combines multiple physical disk drive components 
into a single logical unit for the purposes of data 
redundancy, performance improvement, or both. 
Data is distributed across the drives in one of 
several ways, referred to as RAID levels, 
depending on the required level of redundancy and 
performance.  

Remote Access - The ability to access a computer from a remote 
location. This allows employees to work offsite, 
such as at home or in another location, while still 
having access to the office network. Remote 
access is usually set up using a virtual private 
network (VPN). Remote Access can also be known 
as remote login. 

Remote Wipe - A system where an administrator has the ability to 
remotely delete data on a hardware device or 
system. Remote wipe features are often part of 
comprehensive security management systems that 
address issues like bring your own device (BYOD) 
policies. 

Remote Working - Working in an environment other than the 
employer workplace using a computer which is 
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connected to the employer computer system.  This 
can include working from home, employers other 
site, hotel or when in transit.  

Removable Media - Any type of storage device that can be removed 
from a computer while the system is running. 
Examples of removable media include CDs, DVDs 
and Blu-Ray disks, as well as diskettes and USB 
drives. 

Residual Risk - The level of risk that remains after all efforts to 
mitigate and eliminate risk have been made. 

Risk - The result of the combination of the likelihood or 
probability of a threat of damage, injury, liability, 
loss, or any other negative occurrence through the 
exploitation of known or unknown internal or 
external vulnerabilities. 

Risk Assessment - The review of the risks associated with a particular 
event or action. It is applied to projects, information 
technology, security issues and any action where 
risks may be analysed on a quantitative and 
qualitative basis. Risk analysis is a component of 
risk management. 

Risk Management - The identification, analysis, assessment, control, 
and avoidance, minimisation, or elimination of 
unacceptable risks.  

Risk Treatment  - The step in the risk management process that 
follows the risk assessment. The main task in the 
risk treatment step is to select one or more options 
for treating each unacceptable risk, i.e. decide how 
to mitigate all these risks. Four risk treatment 
options exist: 

• Risk Treatment – e.g. apply applicable 
security controls. 

• Risk Transfer – e.g. to an insurance 
company by buying an insurance policy. 

• Risk Avoidance – e.g. stopping an activity 
that is too risky, or by doing it in a 
completely different fashion. 

• Risk Acceptance – for instance, the cost of 
mitigating that risk would be higher that the 
damage itself. 

Risk Treatment Plan RTP An action plan where the identified (relevant, 
acceptable and achievable) security controls that 
will be implemented are specified, who is 
responsible for the implementation and 
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management of the identified security controls, 
what are the deadlines for the implementation of 
the security controls and which resources (i.e. 
financial and human) are required. 

Role Based Access Control RBAC A method of regulating access to computer or 
network resources based on the roles of individual 
users within an organisation. In this context, access 
is the ability of an individual user to perform a 
specific task, such as view, create, or modify data. 

Router - A device that analyses the contents of data packets 
transmitted within a network or to another network. 
Routers determine whether the source and 
destination are on the same network or whether 
data must be transferred from one network type to 
another. 

Safe Haven - A secure physical location or the agreed set of 
administrative arrangements that are in place to 
ensure security classified, personal or other 
sensitive information is managed safely and 
securely. 

Secure Hash Algorithm SHA A set of algorithms developed by the National 
Institutes of Standards and Technology (NIST). A 
hash algorithm is a function that converts a data 
string into a numeric string output of fixed length. 
Hashing is used to enable security during the 
process of message transmission when the 
message is intended for a particular recipient only. 
A formula generates the hash, which helps to 
protect the security of the transmission from 
unauthorised users.  

Secure Sockets Layer SSL The standard security technology for establishing 
an encrypted link between a web server and a 
browser. This link ensures that all data passed 
between the web server and browsers remain 
private and integral. 

Due to numerous protocol and implementation 
flaws and vulnerabilities, SSL was deprecated for 
use on the internet by the Internet Engineering 
Task Force (IETF) in 2015 and has been replaced 
by the Transport Layer Security (TLS) protocol. 
While TLS and SSL are not interoperable, TLS is 
backwards-compatible with SSL 3.0. 

Security - The protection of information (digital and 
hardcopy), assets (physical and intangible) and 
personnel against internal and external, malicious 
and accidental threats. This protection includes 
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detection, prevention and response to threats 
through the use of security policies, procedures, 
tools and services. 

Security Audit - A systematic evaluation of the security of an 
organisations information security management, 
measuring how well it conforms to a set of 
established and industry recognised criteria (such 
as ISO27001). 

Security Incident Event 
Management 

SIEM The process of identifying, monitoring, recording 
and analysing security events or incidents within a 
real-time IT environment. It provides a 
comprehensive and centralized view of the security 
scenario of an IT infrastructure. 

Senior Information Risk Owner SIRO Provides board-level accountability and greater 
assurance that information risks are addressed. 
The SIRO ensures that information risks are 
treated as a priority for business outcomes. The 
SIRO also plays a vital role in getting the 
organisation to recognise the value of its 
information enabling them to use it effectively. 

Simple Mail Transfer Protocol SMTP An application-layer protocol that enables the 
transmission and delivery of email. It is the 
standard protocol for email services on a TCP/IP 
network.  

Simple Network Management 
Protocol 

SNMP A set of protocols for network management and 
monitoring. It is used for collecting information 
from, and configuring, network devices, such as 
servers, printers, hubs, switches, and routers on an 
Internet Protocol (IP) network.  

Single Sign On SSO An authentication process that allows a user to 
access multiple applications with one set of login 
credentials. SSO is a common procedure in 
organisations, where a client accesses multiple 
resources connected to a local area network (LAN). 

Social Engineering - A method of circumventing security controls. It 
applies deception and other non-technical methods 
for the sole purpose of gathering information, 
carrying out fraud or gaining access to IT systems, 
information or other valuable and protected items. 
A number of tactics may be used, including: 

• Taking advantage of human kindness to 
obtain information. 

• Searching waste bins for sensitive data, or 
information that may assist the attacker in 
gaining access to otherwise protected data, 
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information or items. 

• Obtaining access to protected items via 
covert methods or deceit. 

Soft Copy - A digital copy of a document, one that doesn't exist 
in physical form or on paper, but is instead stored 
as a file on an IT system or hardware device. A soft 
copy of a document is accessed and viewed 
through use of an appropriate editing program, 
such as word processing programs, database 
programs, or presentation software, depending on 
the file type. 

Software Configuration Record SCR Details the components, configuration and settings 
allotted for a specific program of piece of software.  

Software as a Service SaaS A model for the distribution of software where users 
access software over the Internet. In SaaS, a 
service provider hosts the application at its data 
centre and a customer accesses it via a standard 
Web browser.  

There are a few major characteristics that apply to 
most SaaS vendors:  

• Updates are applied automatically without 
customer intervention. 

• The service is purchased on a subscription 
basis. 

• No hardware is required to be installed by 
the customer. 

SaaS is also known as hosted software or on-
demand software.  

Spyware - Software used to spy on computer user's activities 
and collect information on the user’s activities. 

Static Random Access 
Memory 

SRAM A type of random access memory (RAM) that 
retains data bits in its memory as long as power is 
being supplied. SRAM provides faster access to 
data and is more expensive than other forms of 
RAM. 

Switch - A computer networking device that connects 
devices together on the network. It receives 
incoming data packets and redirects them to their 
destination on a local area network (LAN). 

Service Set Identifier SSID A service set identifier (SSID) is a type of identifier 
that uniquely identifies a wireless local area 
network (WLAN). Service set identifiers 
differentiate wireless LANs by assigning each a 
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unique, 32-bit alphanumeric character identifier. 

Transmission Control 
Protocol/Internet Protocol 

TCP/IP The language a computer uses to access a 
network or the Internet. It consists of a suite of 
protocols (TCP and IP) designed to transmit the 
data end-to-end across the network by providing 
functions such as addressing, mapping and 
acknowledgment.  

Technical Controls - Using technology as a basis for controlling the 
access to and usage of sensitive data throughout 
an IT infrastructure and over a network. Technical 
controls are far-reaching in scope and include, but 
are not limited to: 

• Encryption.  

• Smart cards.  

• Network authentication.  

• Access control lists (ACLs).  

• File integrity auditing software. 

Threat - A possible danger that might exploit a vulnerability 
to breach security and therefore cause possible 
harm. 

Transmission Control Protocol TCP A network communication protocol designed to 
send data over a network or the Internet. TCP is a 
transport layer protocol and is used to create a 
connection between remote computers by 
transporting and ensuring the delivery of messages 
over supporting networks and the Internet.  

Transport Layer Security TLS A cryptographic protocol that provides 
communications security over a computer network. 
The Transport Layer Security protocol aims 
primarily to provide privacy and data integrity 
between two communicating computer 
applications. In widespread use in applications 
such as web browsing, email, instant messaging, 
and voice-over-IP (VoIP). Websites use TLS to 
secure all communications between their servers 
and web browsers.  

Trojan - Malware which on the surface has a legitimate 
usage but unbeknown to the user contains 
functionality which can be used to steal sensitive 
data or perform other unwanted actions. 

Universal Serial Bus USB A universal cable connection standard used to 
connect a computer to devices such as digital 
cameras, printers, scanners, and external hard 
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drives.  

Virtual Memory VM A feature that simulates additional main memory 
such as RAM (Random Access Memory) or Hard 
Disk Drive (HDD) storage. This technique involves 
the manipulation and management of memory by 
allowing the loading and execution of larger 
programmes or multiple programmes 
simultaneously. It also allows each programme to 
operate as if it had infinite memory, and is often 
considered more cost effective than purchasing 
additional RAM.  

VM permits software to use additional memory by 
utilising the HDD as temporary storage. Most 
central processing units (CPUs) provide memory 
management units (MMUs) that support virtual 
memory. 

Virtual Private Network VPN A virtualised extension of a private network across 
a public network, such as the Internet. It enables 
users to send and receive data across shared or 
public networks as if their computing devices were 
directly connected to the private network. 
Applications running across the VPN may therefore 
benefit from the functionality, security, and 
management of the private network.  

A VPN allows employees to securely access an 
organisations intranet and other network resources 
while located outside the office. A VPN may also be 
used to securely connect geographically separated 
offices of an organisation, creating one cohesive 
network.  

Virtual Local Area Network VLAN A logical group of workstations, servers and 
network devices that appear to be on the same 
Local Area Network (LAN) despite their 
geographical distribution, or a number of devices 
on a LAN separated into a discrete group as if on a 
different LAN.  

A VLAN allows a network of computers and users 
to communicate in a simulated environment as if 
they exist in a single LAN and are sharing a single 
broadcast and multicast domain.  

VLANs are implemented to achieve scalability, 
security and ease of network management and can 
quickly adapt to changes in network requirements 
and relocation of workstations and server nodes.  

Virus - A type of malware which infects files on a computer 
system. A virus may look for specific types of file to 
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infect such as Word documents; once an infected 
document is sent to someone else; the virus then 
spreads to and infects that person’s computer.  

Volatile Memory VM Computer memory that requires power to maintain 
the stored information; it retains its contents while 
powered on but when the power is interrupted, the 
stored data is lost immediately or very rapidly. 

Voice Over Internet Protocol VOIP A technology used for delivering different kinds of 
data from a source to a destination using IP 
(Internet Protocol). The data may be in many 
forms, including files, voice communication, 
pictures, fax or multimedia messages. VoIP is most 
often used for voice telephone calls. 

Vulnerability - A flaw or weaknesses that can leave it open to 
attack. This could be a technical, procedural or 
physical vulnerability that can leave systems, 
devices, data, information, physical infrastructure or 
personnel exposed to a threat. 

Vulnerability Assessment VA A risk management process used to identify, 
quantify and prioritise possible vulnerabilities in a 
system, device, process or physical infrastructure. 

Whole Disk Encryption WDE The encryption of all data on a disk drive in order to 
prevent unauthorised drive and data access. It is 
performed by disk encryption software or hardware 
that is installed on the drive during manufacturing 
or via an additional software driver.  

WDE converts all device data into a form that can 
be only understood by the one who has the key to 
decrypt the encrypted data. An authentication key 
is used to reverse conversion and render the data 
readable.  

Wide Area Network WAN A network that exists over a large-scale 
geographical area. A WAN connects different 
smaller networks (LANs). This ensures that 
computers and users in one location can 
communicate with computers and users in other 
locations.  

Wi-Fi Wi-Fi The standard wireless local area network (WLAN) 
technology for connecting computers and myriad 
electronic devices to each other and to the Internet. 
Wi-Fi is the wireless version of a wired network. 

Data is passed via radio waves broadcast to/from a 
Wi-Fi enabled devices that make up the WLAN 
(router, laptop, desktop, tablet, mobile phone, 
printer, etc.).  
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Wireless Local Area Network WLAN A wireless computer network that links two or more 
devices using a wireless distribution method within 
a limited area such as a home, school or office 
building. This gives users the ability to move 
around within a local coverage area and yet still be 
connected to the network.  

Wi-Fi Protected Access WPA A security standard for users of computing devices 
using wireless (Wi-Fi) connections. It improved 
upon and replaced the original Wi-Fi security 
standard, Wired Equivalent Privacy (WEP). 

Worm - A type of malware which does not require user 
interaction to run. Worms can spread from system 
to system utilising automated infection methods 
(i.e. it can replicate itself and take advantage of 
automatic file sending and receiving features that 
have been enabled on the computer to move) and 
generally exploit un-patched software 
vulnerabilities in order to spread. 

Write Once Read Many WROM A data storage technology mechanism that stores 
un-erasable and/or un-modifiable information after 
it has been written on a drive. The data is stored on 
WORM devices. These device disks store data in a 
non-rewritable format to prevent users from 
accidentally erasing or altering sensitive 
information. 
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